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Appendix E 
 

Online Safety 
 
 

1. Purpose and content 

The purpose of this appendix of the College Safeguarding Policy is to provide a clear set of 
guidelines to staff regarding the actions they must take if they become aware that a learner 
is at risk of harm because of using the internet. 
 

2. Definitions  

The key terms in this document are defined as:  

• Child: Those under the age of eighteen  

• Vulnerable Adult: For the purpose of safeguarding, and the College duty of care,  a 

vulnerable adult is defined as any adult considered to be at risk 

• Education and Health Care Plan (EHCP):  From September 2014 EHCPs began to 

replace Statements of special educational needs and Learning Difficulty 

Assessments from those under the age of 25. An EHCP outlines information about 

the person including how they communicate, what support they need and what 

they would like to achieve 

• Cyber-bullying: ‘Virtual’ bullying using technology (e.g. chat rooms, instant 

messaging, email & mobile phone) which can occur in or outside College. Cyber-

bullying can happen at all times of the day or night, with a potentially bigger 

audience, as people can forward on content very quickly and easily 

• Sending nude or semi-nude images: Whilst professionals refer to the issue as 

‘sexting’ children and young people refer to nudes and semi-nudes. Many 

professionals consider this to be sending or posting sexually suggestive images, 

including nude or semi-nude photographs, via mobiles or over the Internet but 

learners may also be writing and sharing explicit messages with people they know. 

Creating, possessing and sharing sexual photos and videos of under-18s, including 

selfies, is illegal  

• Online Harassment: Any conduct which is unwanted by a learner, which affects the 

dignity of the learner or group of learners in the College.  Harassment may be 

repetitive or an isolated occurrence against one or more learners and may take 

place online 

• Sexual Harassment: Sexual harassment means ‘unwanted conduct of a sexual 

nature’ that can occur online and offline. When we reference sexual harassment, 

we do so in the context of child on child sexual harassment. Sexual harassment is 

likely to: violate a child’s dignity, and/or make them feel intimidated, degraded or 

humiliated and/or create a hostile, offensive or sexualised environment. Whilst not 

intended to be an exhaustive list, sexual harassment can include; 
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o Sexual comments, such as: telling sexual stories, making lewd comments, 

making sexual remarks about clothes and appearance and calling someone 

sexualised names;  

o Sexual “jokes” or taunting;  

o Online sexual harassment. This may be standalone, or part of a wider pattern 

of sexual harassment and/or sexual violence. It may include:  

▪ Consensual and non-consensual sharing of nudes and semi-nude 

images and videos. Error! Hyperlink reference not valid. 

▪ Sharing of unwanted content 

▪ Sexualised online bullying;  

▪ Unwanted sexual comments and messages, including, on social 

media; and  

▪ Sexual exploitation; coercion and threats.  

3. Online risks 

Blended models of study increases the risks associated with online abuse. Advice for young 

people can be found here, Childline, the UK Safer Internet Centre and CEOP. Concerns must 

be passed to the Safeguarding and Welfare Team immediately. 

This advice deals with the protection of all students and staff at the College when using ICT 
resources and articulates what is deemed to be acceptable and unacceptable use of those 
resources. Whilst we aim to support the full use of the vast educational potential of 
communication technologies, we also have a responsibility to provide safeguards against risk, 
unacceptable material, and activities. These guidelines are designed to protect all users from 
online safety incidents and promote a safe e-learning environment for students.  
 
The College believes that all students should be trusted and enabled to use digital 
technologies in a principled and productive way. All students should be given the opportunity 
to make productive decisions in the ways they decide to use digital technologies and should 
be fully engaged in the on-going debate about what responsible digital citizenship means and 
how we can nurture it within our College. 
 
Virtual Work Experience placements should be sourced and offered through ‘reputable’ 
organisations, e.g. Barclays Lifeskills, SpeakersforSchools, InsideSherpa, etc., with students 
made aware of how to report online safeguarding concerns. 
 

Where a visiting speaker or employer is introduced to the classroom ‘virtually’, this should be 
through Microsoft Teams, with a member of staff present in the room. 
 
4. Education — Students  
Whilst regulation and technical solutions are very important, their use must be balanced by 
educating students to take a responsible approach. The education of students in online safety 
is therefore an essential part of the College's online safety provision. Students need the help 
and support of the College to recognise and avoid online safety risks and to build their 
resilience. 
Online safety education will be provided in the following ways:  

https://www.childline.org.uk/?utm_source=google&utm_medium=cpc&utm_campaign=UK_GO_S_B_BND_Grant_Childline_Information&utm_term=role_of_childline&gclsrc=aw.ds&&gclid=EAIaIQobChMIlfLRh-ez6AIVRrDtCh1N9QR2EAAYASAAEgLc-vD_BwE&gclsrc=aw.ds
https://reportharmfulcontent.com/
https://www.ceop.police.uk/safety-centre/
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• Students should be taught to be critically aware of the materials / content they access 
on-line and be guided to validate the accuracy of information on all relevant teaching 
programmes. 

• Students should be helped to understand and adopt safe and appropriate use of IT, 
the internet, and mobile devices both within and outside College. 

• Students should be taught to acknowledge the source of information used and to 
respect copyright when using material accessed on the internet. 

• Through staff acting as good role models in their use of ICT, the internet, and mobile 
devices. 

• Online safety should be a focus in all areas of the curriculum and staff should reinforce 
online safety messages in the use of ICT across the curriculum. 

• Where students can freely search the internet, e.g. using search engines, staff should 
be vigilant in monitoring the content of the websites the people visit. 

• It is accepted that from time to time, for good educational reasons, students may need 
to research topics (e.g. racism, drugs, and discrimination) that would normally result 
in internet searches being blocked. In such a situation, staff can request that IT 
Services Staff can temporarily remove those sites from the filtered list for the period 
of study. Any request to do so, should be auditable, with clear reasons for the need. 

• The safe use of IT must be reinforced and supported in terms of ensuring appropriate 
and adequate measures are in place to mitigate the risk posed by extremist material 
and on-line radicalisation in line with Prevent Duty guidance. 

 
Whilst it is recognised that mobile communications technology (i-pads, tablets, I-phones, 
Androids etc.) can be of tremendous benefit to students within the teaching and learning 
environment it is also recognised that the unlimited and unrestricted usage of 3G and 4G 
internet access can pose a risk to the safety of students. The College will not seek to block 
access to the internet by these means but we do commit to a consistent teaching and 
awareness approach with students of the dangers presented by the internet and how they can 
be mitigated. 
 
5. Education — parents/carers 
Many parents and carers have only a limited understanding of on-line safety risks and issues, 
yet they play an essential role in the education of their children and in the 
monitoring/regulation of their sons’ and daughters’ on-line experiences. The College will 
therefore seek to provide information and awareness to parents and carers through the 
College website and awareness sessions offered at parents’ evenings. We are in regular 
contact with parents and carers. Our communications will be used to reinforce the 
importance of children being safe online 
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6. Use of digital and video images - Photographic, Video 
The development of digital imaging technologies has created significant benefits to learning, 
allowing staff and students instant use of images that they have recorded themselves or 
downloaded from the internet. However, staff and students need to be aware of the risks 
associated with sharing images and with posting digital images on the internet. Those images 
may remain available on the internet forever and may cause harm or embarrassment to 
individuals in the short or longer term. There are many reported incidents of employers 
carrying out internet searches for information about potential and existing employees. The 
College will inform and educate users about these risks and will implement policies to reduce 
the likelihood of the potential for harm. 
 
When using digital images, staff should inform and educate students about the risks 
associated with the taking, use, sharing, publication and distribution of images. They should 
recognise the risks attached to publishing their own images on the internet e.g. on social 
networking sites. 
 
Staff can take digital/video images to support educational aims, but must follow College 
policies concerning the sharing, distribution and publication of those images, where 
parental/student permission is given (on parental consent forms). Care should be taken when 
taking digital/video images that students are appropriately dressed and are not participating 
in activities that might bring the individuals or the College into disrepute.  
Students must not take, use, share, publish or distribute images of others without their 
permission. 
 
Photographs published on the College website, or elsewhere that include students will be 
selected carefully and will comply with good practice guidance on the use of such images.  
Students’ full names will not be used anywhere on a website or blog, particularly in 
association with photographs. Written permission from parents or carers will be obtained 
before photographs of students are published on the College website or prospectus. Student's 
work can only be published with the permission of the student and parents or carers. 
 
7. Social Media 
Whilst valuing the use of social media (Facebook, Twitter etc.) as an educational and 
marketing tool, staff and students need to be aware of the risks associated with its use.  Items 
published on social networks have the potential to remain available forever and may cause 
harm or embarrassment to individuals or the College in the short or longer term.  Publishing 
negative or untrue items about an individual or organisation can lead to College disciplinary, 
civil action and/or criminal prosecution. 
 
All instances of cyber-bullying and/or harassment will be investigated thoroughly and 
addressed through the relevant policy. 
Sending ‘nudes or semi-nudes’ is an increasingly common activity among children and young 
people, where they take and share inappropriate or explicit images online or through mobile 
phones. It can also refer to written messages. By sending an explicit image, a young person is 
producing, possessing and distributing child abuse images and risks being prosecuted, three 
laws have been broken, even if the picture is taken and shared with their permission. 
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When images are stored or shared online, they become public. They can be deleted on social 
media or may only last a few seconds on apps like Snapchat, but images can still be saved or 
copied by others. These images may never be completely removed and could be found in the 
future, for example when applying for jobs or university. 
 
Sharing nudes or semi-nudes can leave children/ young people vulnerable to: 

• Blackmail - An offender may threaten to share the pictures with the child's family and 
friends unless the child sends money or more images. 

• Bullying - If images are shared with their peers or in school, the child may be bullied. 

• Unwanted attention - Images posted online can attract the attention of sex offenders, 
who know how to search for, collect and modify images. 

• Emotional distress – Young people can feel embarrassed and humiliated. If they are 
very distressed this could lead to suicide or self-harm. 

 
The College will ensure that a supportive and enabling stance is adopted whenever dealing 
with students affected by any aspect of negative internet usage. 
Staff using social media for educational or other College work purposes, are responsible for 
the monitoring of its content. 
 
Advice for Staff in the event of a young person telling you that they have received indecent 
images: 

• Do not ask to view the images 
• Never copy, print or ask for them to be shared (it’s illegal) 
• Ask if they know the person who sent it and their age 
• If the image was sent by another young person you may want to help the young person 

to speak to the sender in order to stop future messages. If they agree, you could also 
help them to block the sender on social media 

• If the image was sent by an adult, contact a Safeguarding Officer as this may be part 
of the grooming process. 

• If it is decided there will be no outside agency involvement, ask that the images are 
deleted and record the date and time this happened 

The basic safeguarding principle is, if a child is at risk of harm, is in immediate danger, or has 
been harmed, a referral should be made to children’s social care; 

 
8. External Guidance 

As technology develops, the internet and its range of content services can be accessed by 
children, young people and adults through various devices including mobile phones, tablets, 
text messaging and mobile camera Smart Phones as well as computers and game consoles. 
As a consequence the Internet has become a significant tool in exposing children to possible 
risks and dangers including the distribution of indecent/pseudo photographs and video clips 
of children and young people.  
 

https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/mental-health-suicidal-thoughts-children/
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/self-harm/
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Department for Education (DfE) September 2020: Keeping children safe in education; 

statutory guidance for schools and colleges, makes it clear that schools and colleges should 

be aware of the risks and teach young people how to stay safe online. 

 
The Breadth of Issues classified within online safety is considerable, but can be categorised 

into three areas of risk: 

 

• Content: being exposed to illegal, inappropriate or harmful material; for example 

pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, 

radicalisation and extremism 

• Contact: being subjected to harmful online interaction with other users; for example, 

pressure from other students, commercial advertising as well as adults posing as 

children and young adults with the intention to groom or exploit them for sexual, 

criminal, financial or other purposes 

• Conduct: personal online behaviour that increases the likelihood of, or causes harm; 

for example, making, sending and receiving explicit images e.g. consensual and non-

consensual sharing of nudes and semi-nudes and/or pornography, sharing other 

explicit images and online bullying; and 

• Commerce: risks such as online gambling, inappropriate advertising, phising and or 

financial scams. If you feel learners or staff are at risk, please report it to the Anti-

Phising Working Group (https://apwg.org/).  

Whilst the college has a filtering system for its internet access to the world wide web, staff 

must consider that almost all young people have access to the internet via their phones. 

 

Online abuse is often motivated by prejudice or ignorance due to actual or perceived 

differences between people or groups or people. People who are lesbian, gay, bisexual or 

transgender (LGBT), those from minority ethnic groups, or those with disabilities and/or 

learning difficulties can be more vulnerable to this form of abuse and the College takes it duty 

to protect more vulnerable learners very seriously.  

 

Any online abuse must be addressed as a child or vulnerable adult protection concern when 

there is reasonable cause to suspect that a child or vulnerable adult is suffering, or is likely to 

suffer, significant harm. Sexting involving those under the age of 18 must always be referred 

to a Safeguarding Officer.  

 

https://apwg.org/
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9. Actions  

The following actions must be taken by all staff :  

• All staff and learners have a responsibility to work together to ensure that abuse 

does not occur, or where it is found, action is taken 

• Staff must ensure ground rules are set in induction and that learners are made 

aware of the college response to online abuse, what constitutes abuse and how any 

incidents will be addressed through the Student Misconduct Procedure 

• Course leaders/personal tutors for under 18s, and those under the age of 25 in 

receipt of an EHCP and/or high needs funding, must ensure learners understand 

how to stay safe online through the tutorial programme  

• Staff receiving reports of online safety concerns, including incidents that take place 

off College premises, must take appropriate action to follow up all 

allegations/incidents and trigger an investigation which will be managed in line with 

the Behaviour Management Procedure. Sanctions against perpetrators may 

include suspension whilst an investigation takes place 

• Staff must ensure appropriate managers are notified. This includes the 14-16 

Manager for a learner who is under the age of 16 (e.g. Y10/11) at the start of the 

academic year and the Head of Foundation Skills for a learner under the age of 25 

who is in receipt of an EHCP and/or high needs funding    

• All staff involved must carefully consider the potential impact of the abuse on both 

the perpetrator/s and the victim/s and refer those involved for additional support 

from the welfare team as appropriate. Significant concerns must be referred to a 

Designated Person for safeguarding following the referral routes outlined in 

Appendix A (child and adult protection) of the Safeguarding Policy  

• The welfare team and/or Safeguarding Officer will consider referring learners and 

their parents/carers to other agencies where appropriate. This may include referral 

for counselling and to the police as some types of online behaviour (e.g. sending or 

receiving indecent images) are criminal offences in the UK.  

• All allegations/incidents must be recorded and learners involved told what is being 

recorded, in what context, and why  

• Any incident of abuse must be discussed with the learners’ parents/carers for under 

18s and those under the age of 25 in receipt of an EHCP and/or high needs funding, 

and with the appropriate school where appropriate (for Y10/Y11s) by the Skills 

Academy Manager. An agreement must be reached as to what action should be 

taken subject to compliance with the Student Misconduct Procedure 

 
10. College expectations for 1:1 sessions: 

• Ensure you have completed your annual safeguarding training. This training is sent 

from human resources and is a mandatory requirement 

• All staff must read at least Part one of 'Keeping Children Safe in Education' 2022 (this 

is an appendix to the Safeguarding Policy that is available on the Gateway) and all staff 



 

8 

 

who are working directly with students must read Annex B (also available on the 

Gateway as an appendix to the Safeguarding Policy). 

• You are aware of the key areas of risk for students and ensure that they understand 

how to stay safe (reinforcement is key). 

• You understand and have agreed the protocols and timing of all sessions including 1-

1 online activities with under 18s, students under the age of 25 with EHCPs, or 

vulnerable adults with parents / carers prior to the session / 1-1 taking place 

• 1-1 online sessions must only take place at the days / times agreed with parents/carers 

for under 18s, students under the age of 25 with EHCPs, or vulnerable adults 

• Consent for 1-1 sessions (if parents cannot be present), should be gained prior to the 

session from parents/carers under 18s, students under the age of 25 with EHCPs, or 

vulnerable adults (consent form available on the Gateway) 

• If at any time you feel uncomfortable with something done or said during a 1-1 

session, you should end the contact as soon as possible and report any concerns to 

your line manager and / or safeguarding officer 

• Consider appropriate location, dress, and conduct 

• Be conscious of confidentiality between staff and students when working online 

• Ensure that registers are completed for any online sessions  

• Make students and parents/carers for under 18s, students under the age of 25 with 

EHCPs, or vulnerable adults, aware if any sessions are to be recorded 

• Ensure any concerns identified during online teaching sessions are referred following 

normal safeguarding reporting procedures (Pro Monitor unless immediate risk of 

harm, in which case you would contact your safeguarding officer). 

Make sure you do… Make sure you don’t… 

• Talk to students regularly about the benefits and 

risks of the online world and give them space to 

ask questions  

• If recording videos or live streaming lessons, 

make sure to film in a neutral area where 

nothing personal or inappropriate can be seen or 

heard in the background. 

• Ensure that all online sessions with students are 

conducted via Microsoft Teams (this includes 1:1 

sessions) 

• Test your audio and video before a session 

• Record any live classes (where appropriate) so 

that the video can be reviewed if any issues arise 

• Be punctual and courteous. Introduce yourself 

and take note of other attendees’ names so you 

can address them by name especially during first 

teaching sessions 

• Use any personal accounts for 

communication with students 

and parents/carers 

• Multi-task: your audience will be 

aware 

• Shout: the other participants will 

tell you if they cannot hear 

• Click your pen, tap on the desk 

or anything else that can detract 

from learning 

• Position yourself with other 

people or pets in view; what is 

around and behind you can be 

seen 

• Leave multiple applications 

open during the session as it 

may affect overall quality 
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• Treat this just like you would a face to face 

meeting with a group / 1-1 sessions 

• Remind students that all audio / video may be 

recorded, to safeguard both parties and this 

would not routinely be shared 

• Look at your screen, pay attention to others and 

when speaking make sure you look at the 

camera 

• Use the ‘blur background option’ to hide any 

background if needed 

• Mute you microphone when not needing to talk 

to avoid background noise 

• Eat and drink during breaks not during sessions 

• Leave applications open that 

may show personal or 

confidential information when 

you are sharing your screen 

• Wear stripes or heavy patterns 

creating pixilation of images 

 

 
Further information is included in the Student Services Induction, Tutorial resources and on 
the College Group Gateway website "Safeguarding (including Prevent)"  
Useful further guidance:  
https://www.tes.com/news/coronavirus-10-safeguarding-rules-teachers-home 
https://learning.nspcc.org.uk/news/2020/march/undertaking-remote-teaching-safely/ 
https://www.nspcc.org.uk/keeping-children-safe/online-safety/internet-connected-devices/ 
 
11. Guidance for implementation 
Any allegation or incidence of a breach of On-line safety for staff or students must be taken 
seriously and investigated appropriately. In the first instance the incident or allegation must 
be recorded and reported to a member of the Safeguarding Team or to the reporting person’s 
immediate line manager. 
The allegation or incidence will then be subject to a formal investigation with the findings 
recorded and subsequent actions taken as appropriate. 
 
12. Useful Information 
Thinkuknow – NCA CEOPs advice on online safety 

Disrespectnobody – Home Office advice on healthy relationships, including sexting and 

pornography 

UK safer internet centre – Contains specialist helpline for UK Schools and Colleges 

Internet matters – Help for parents on how to keep their children safe online 

Parentzone - Help for parents on how to keep their children safe online 

Childnet cyberbullying – Guidance for schools on cyberbullying 
Pshe association – Guidance and useful teaching resources covering online safety issues 
including pornography and the sharing of sexual images 
Education for a Connected World from the UK Council for Internet Safety supports the 
development of the curriculum and is of particular relevance to RSHE education and 
Computing. It is designed, however, to be usable across the curriculum and beyond (covering 
early years through to age 18) and to be central to a whole school or college approach to 
safeguarding and online safety 

https://www.tes.com/news/coronavirus-10-safeguarding-rules-teachers-home
https://learning.nspcc.org.uk/news/2020/march/undertaking-remote-teaching-safely/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/internet-connected-devices/
https://www.thinkuknow.co.uk/
https://www.disrespectnobody.co.uk/relationship-abuse/what-is-relationship-abuse/
https://www.saferinternet.org.uk/
https://www.internetmatters.org/?gclid=EAIaIQobChMIktuA5LWK2wIVRYXVCh2afg2aEAAYASAAEgIJ5vD_BwE
https://www.childnet.com/resources/cyberbullying-guidance-for-schools
https://www.pshe-association.org.uk/
mailto:https://www.gov.uk/government/publications/education-for-a-connected-world
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DfE advice for schools: https://www.gov.uk/government/publications/teaching-online-
safety-in-schools  
UK Council for Internet Safety (UKCIS) guidance: 

https://www.gov.uk/government/publications/education-for-a-connected-world  

UKCIS guidance: https://www.gov.uk/government/publications/sharing-nudes-and-semi-
nudes-advice-for-education-settings-working-with-children-and-young-people/sharing-
nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-
people  

https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://www.gov.uk/government/publications/education-for-a-connected-world
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people

